Installing/Uninstalling Client-Side Password Reset Components

Through a Group Policy (GPO)

1. Open “Group Policy Management” (this can be found from the Start Menu under “Administrative
tools”)

2. Select the Domain or the OU on which you wish to set the group policy (or GPO).

3. Right Click on the domain or OU and select “Create a GPO in this domain, and Link it here...”

. Group Policy Management

- |8 x
4 Fle Acton View Window Help |_ & x|

_§£ Group Palicy Management
) A Forest: qalan.com
£l [ Domains
[ 3 galand.com

=] Defauit Domain Policy

5 Domain Controllers
2 HsStartup
57 Miaosoft Exchange Security Groups

Create a GPO in this domain, and Link it here. ..
Link an Existing GPO...
Block Inheritance

€= 2nlo0/XE | H @

PasswordReset

Linked Group Policy Objects | Group Policy Inhertance | Delegation |

i Sites
5% Group Policy M

Group Policy Modeling Wizard. ..
New Organizational Unit

# Group Policy k. View »
New Window from Here

Delete
Rename
Refresh

Properties

Help

Link Order_+ GPO

Enforced [ Link Enabled [ GFO Status [ WM Fiter [ Modified | Demain |

4. On the New GPO form, enter a name for the GPO you wish to create and click the OK button.

New GPD

Mame:

X

S5Stant UpInstall Script

Source Starter GPO:

I{nnne}

oK

Cancel
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5. Right click on the newly created GPO and click Edit. This will display the Group Policy Editor.

& Fle Acton View Window Help

B Group Policy Management [_[5]x]

[JSETES]

= | #i[m| X (6 |[H 55

|5k Group Policy Management

= 4 Forest: galan4.com

El (55 Domains

=l Z galan4.com

sz Default Domain Policy
%) [2] Domain Contrallers
HSStartup
Microsoft Exchange Security Groups
PasswordReset

Qdlsers Enforced
Group Policy Objec  SLFE
WM Filters v Link Enanie
[ Starter GPOs S
[ Sites View

i Group Policy Modeling New Window from Here
¢ Group Policy Results

Delete

Rename

Refresh

Help

Shutdown)”

| E Group Policy Management Editor

Fie Acton View Help

HSStartUpinstallScript
Scope | Details | Settings | Delegation |
Links
Display ks in thislocation

[aatand.com
The following sites, domains, and OUs are linked to this GPO:

Location =~ [ Enforced [ Link Enabled [ Path
2] PasswordReset No Yes qalan4.com/PasswordReset
Security Ritering

The settings in this GPO can orly apply o the following groups, users, and computers

Name = [

52 Atherticated Users

Expand “Windows Settings” under “Computer Configuration” and select “Scripts (Startup/

es == HE

|5/ HsStartUpInstaliScript [HSQA4ADO1.QALANA.COM]
) (% Computer Configuration
[l [ Policies
| Software Settings
| Windows Settings
| Name Resolution Policy

[n =g

ulli Policy-based QoS
| Administrative Templates: Policy definiti

| Preferences
=, User Configuration

i Polices
] Preferences

Select an item to view its description

Scripts (Startup/Shutdown)
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7. With “Scripts” highlighted, double-click on “Startup” from the right pane. This will display the
“Startup Properties” window.

Seripts | PowerShell Scripts |
=) Startup Scripts for HS Start Up Install Script
Mame | Farameters |
Up
Criawr
Add...
Edit...
Hemowe
To view the script files stored in this Group Policy Object, press
the button below.
Show Files...
] Cancel Apply

8. On this window, we will add the script file that will be run by the GPO. Click on the Show Files
button and copy the “PasswordResetInstallation.vbs” or “PasswordResetUnlInstallation.vbs”
script into the window that appears and close the window

NOTE: The scripts are deployed by the password reset installer under the [INSTALL PATH]\ HSPwdReset\
HSPasswdRst\ folder and are also copied to a shared network location. If the shared network location of the
HSPasswdRst folder is changed, script files will need to be modified.

To do this, open the “PasswordResetlInstallation.vbs” or “PasswordResetUnlInstallation.vbs” file in any

text editor and replace the highlighted area in the following screenshot with the new UNC path. Be sure not to
append the end of the path with a slash “\’

Help Desk Technology International Corporation www.helpdesk2011.com



http://www.helpdesk2011.com?utm_source=helpdesk2011&utm_medium=mailer&utm_campaign=helpdesk2011

lPasswordReset‘[n stallation - Notepad M= E
File Edit Format Wiew Help

Dim svalue

Dim objwMIservice, objItem, colItems

Dim strComputer, strList, strkeyPath, strvalueName

dim Operatingsystem

Dim oReg

Dim f11eL0ﬁation64Gina, fileLocation32Gina, fileLocationwin732, fileLocationwin7e4, fileLocationPass
Dim UNCPat

option Explicit -
const HKEY_LOCAL_MACHINE = &HB0000002

On Error Resume Mext

(I[N -FAdJBE . H=O A4 ADO] \ Share\ HSPasswdR:s 'set UNCPath here [Network share Folder]

'wscript.echo "Getting User Name.."
call GetUserMName
'Wscript.Echo "User Name retrieved.”

if (Instr(version,5)=0) Then

if (isxXPregistered =false) then
call Copyxp

End if
elseif (version =6.1) then
'wscript.Echo "version =6.1"
if(iswindows7Registered =false) then
call cCopywindows?
end if
elseif (version = 6.0) then
if(iswindows7rRegistered =false) then
Copywindows7
end if
else
Msgbox("Operating system not supported”)
end if
‘Create web key value
"wscript.Echo "Createwebkey called”

if (isHDTCReset = false) then

| | 2y

9. With the script now stored in this GPO, click on Add button.

10. Click on the “Browse” button and select the “PasswordResetInstallation.vbs” or
“PasswordResetUnlInstallation.vbs’ file

Add a Script Ed

Script Name:

IF‘asswnrd ResetInstallation.vbs Browse. .

Script Parameters:

QK Cancel

Once completed, click OK on the “Add a Script”’ box and again for the Startup Properties box.

11. With the script added, we'll next set the administrative template to be used. From the Group Policy
Object Editor, Select “Scripts” found under “Computer Configuration > Administrative Templates
Policy Definition > System”
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Group Policy Management Editor
File Acton View Help

L A EalEy

el .4

= HsStartUplnstaliSeript [HSQA4ADO1.QALAN4.COM]

[l & Computer Configuration
B [ Policies

| Software Settings

Windows Settings

| Control Panel
| Network

| Printers
=1 [ ] System

| Device Installation
Disk NV Cache

| Disk Quotas

| Distributed COM

| Driver Installation

“| Enhanced Storage Access

Filesystem
| Folder Redirection
| Group Policy

i5CSI

| KDC

| Kerberos
Locale Services
Logon

| NetLogon

| Recovery
| Remote Assistance

) Sy E

_| Server Manager
| shutdown Options
| System Restore

[ [ Troubleshooting and Diagnostics
| Trusted Platform Module Service

| User Profiles

| windows File Protection

1 Windows HotStart

| Windows Components
All Settings

| Preferences
Bl 4% User Configuration

| Policies

| Preferences

Administrative Templates: Policy definitic

| Credentials Delegation

| Internet Communication Manage

Performance Control Panel
Power Management

Remote Procedure Call
Removable Storage Access

Windows Time Service

Allow logon scripts when NetBIOS or _Setting

'WINS is disabled Allow logon scripts when NetBIOS or WINS is disabled

Edit policy setting

Requirements:
At least Windows Vista

Description:

This pelicy setting allows user logon
scripts to run when the logon cross-
forest, DMS suffixes are not configured
and NetBIOS or WINS is disabled. This
policy setting affects all user accounts
interactively logging on to the computer.

If you enable this pelicy setting, user
logon scripts will run if NetBIOS or WINS
is disabled during cross-forest logons
without the DNS suffixes being
configured.

If you disable or do not configure this
policy setting, no user account cross-
forest, interactive logging will be able to
run logon scripts if NetBIOS or WINS is
disabled and the DNS suffixes are not
configured.

State Comment |

Not configured No

Maximum wait time for Group Palicy scripts Not configured No
Run Windows PowerShell scripts first at computer startup, shutd... Not configured No
Run logon scripts synchronously Enabled No
Run shutdown scripts visible Not configured No
Run startup scripts asynchronously Not configured No
Run startup scripts visible Not configured No
|| Run Windows PowerShell scripts first at user logon, logoff Not configured No

12. Within the right pane, double-click “Run logon scripts synchronously”’, select “Enabled”, and click

OK

Help Desk Technology International Corporation

www.helpdesk2011.com



http://www.helpdesk2011.com?utm_source=helpdesk2011&utm_medium=mailer&utm_campaign=helpdesk2011

File  Action

View Help

| X

EN 7|

=] HsStartUpInstalscript [HSQA4ADO L. QALAN4.COM]
1 (&l Computer Configuration
B [ Polides

|
|
=]

Software Settings
Windows Settings
Administrative Templates: Policy definitic
| Control Panel
| Network
" Printers
| System
| Credentials Delegation
| Device Installation
| Disk NV Cache
| Disk Quotas
_| Distributed COM
| Driver Installation
| Enhanced Storage Access
| Filesystem
_| Folder Redirection
| Group Policy
| Internet Communication Manage
7 iscst
| kpC
| Kerberos
| Locale Services
| Logon
| NetLogon
__| Performance Control Panel
| Power Management
| Recovery
| Remote Assistance
" | Remote Procedure Call
| Removable Storage Access
| Saipts
| Server Manager
| Shutdown Options
| System Restore
| Troubleshooting and Diagnostics
| Trusted Platform Module Service
| User Profiles
| Windows File Protection
| Windows HotStart
| Windows Time Service
Windows Components
{4 All settngs

| Preferences
1 4%, User Configuration

| Policies
| Preferences

Run logon scripts sy v

Edit policy setting

Requirements:
At least Windows 2000

Desaiption:

Setting | State | Comment |
|i2] Allow logon scripts when NetBIOS or WINS is disabled Not configured ho
Maximum wait time for Group Policy scripts Not configured No
Run Windows PowersShell scripts first at computer startup, shutd... Mot configured No
Run logon scripts synchronously Mot configured No
Run shutdown scripts visible Not configured No
_— G w |i=| Run startup scripts asynchronously Not configured No
Mo
No

E} Run logon scripts synchroncusly

Previous Setting | Next Setting |

L

" Mot Configured ~ Comment:
% Enabled
" Disabled
Supported on:
Options:

At least Windows 2000

KT 3

Help:

Directs the system to wait for the logon scripts to finish running d
before it starts the Windows Explorer interface program and
creates the desktop.

If you enable this setting, Windows Explorer does not start until
the logon scripts have finished running. This setting ensures that
logen script processing is complete before the user starts working,
but it can delay the appearance of the desktop.

If you disable this setting or do not configure it, the logon scripts
and Windows Explorer are not synchronized and can run
simultaneously.

This setting appears in the Computer Configuration and User
Configuration folders. The setting set in Computer Configuration
takes precedence over the setting set in User Configuration.

|

oK I Cancel |

Apply |

13. With scripts still selected, from the right pane, double-click “Maximum wait time for group policy
scripts” , select “Enabled”, and click OK
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File  Action  View

Help

Group Policy Management Editor

e 2@ -

[ HsStartUplnstalSeript [HSQA4ADO 1. QALAN4.COM]
El %l Computer Configuration
= [ Polides
' software Settings
Windows Settings

-
J
=

Adi
|
_
-
|

®

|

iministrative Templates: Policy definitic
Control Panel
Metwork
Printers
System

Credentials Delegation
Device Installation

Disk NV Cache

Disk Quotas

Distributed COM

Driver Installation
Enhanced Storage Access
Filesystem

Folder Redirection

Group Palicy

Internet Communication Manage
i5CsL

KDC

Kerberos

Locale Services

Logon

Met Logon

Performance Control Panel
Power Management
Recovery

Remote Assistance
Remote Procedure Call
Removable Storage Access
Scripts

Server Manager

Shutdown Options

System Restore
Troubleshooting and Diagnostics
Trusted Platform Module Service
User Profiles

Windows File Protection
Windows HotStart
Windows Time Service
Windows Components

All Settings

S Y ) ) ) S Y ) S ) ) ) O - ) B ) )

| Preferences
El 4 User Configuration

| Policies

| Preferences

Maximum wait time for Group

Policy scripts
Edit policy setting

Requirements:
Atleast Windows 2000

um wait time for Group Policy scripts

Setting | State | Comment |
|iz] Allow logon scripts when NetBIOS or WINS is disabled Not configured No
Maximum wait time for Group Palicy scripts Not configured No
Run Windows PowerShell scripts first at computer startup, shutd... Not configured No
Run logon scripts synchronously Enabled No
Run shutdown scripts visible Not configured No
No
No
No

E} Maximum wait time for Group Pelicy scripts

Previous Setting Next Setting

L]

© NotConfigured ~ Comment:
& Enabled
" Disabled
Supported on:
Options:

At least Windows 2000

Help:

K K

Seconds: |600 3

Range is 0 to 32000, use 0 for infinite wait time

Determines how leng the system waits for scripts applied by
Group Policy to run.

This setting limits the total time allowed for all logon, logoff,
startup, and shutdown scripts applied by Group Palicy to finish
running. If the scripts have not finished running when the
specified time expires, the system stops script processing and
records an error event,

By default, the system lets the combined set of scripts run for up
to 600 seconds (10 minutes), but you can use this setting to adjust
this interval.

To use this setting, in the Seconds box, type a number from 1 to
32,000 for the number of seconds you want the system to wait for
the set of scripts to finish. To direct the system to wait until the
scripts have finished, no matter how long they take, type 0.

This interval is particularly impertant when other system tasks
must wait while the scripts complete. By default, each startup
script must complete before the next one runs. Also, you can use

ID

=

Apply

OK I Cancel |

14. With “logon” selected in the left pane, double-click “Always wait for the network at computer
startup and logon” within the right pane, select “Enabled”, and click OK
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File Acton Wiew Help

=]

|=[ HsStartUplnstallscript [HSQA4ADO 1. QALANS, COM]
El %l Computer Configuration
B [ Polides

-
J
=

So
Wir

fhware Settings
indows Settings

Administrative Templates: Policy definitic
| Control Panel

| Network

| Printers

| System

[E=RE3REE)

=]

-]

gl

Credentials Delegation
Device Installation

Disk MV Cache

Disk Quotas

Distributed COM

Driver Installation
Enhanced Storage Access
Filesystem

Folder Redirection

Group Policy

Internet Communication Manage
ISCSI

KDC

Kerberos

Locale Services

Logon

Net Logon

Performance Control Panel
Power Management
Recovery

Remote Assistance
Remote Procedure Call
Removable Storage Access
Saipts

Server Manager

Shutdown Options

System Restore
Troubleshooting and Diagnostics
Trusted Platform Module Service
User Profiles

Windows File Protection
Windows HotStart
Windows Time Service
Windows Components

All Settings

S ) S ) ) S ) S ) ) ) ) ) A )

| Preferences
El 4 User Configuration

| Policies

| Preferences

Always wait for the network at

computer startup and logon

Edit policy setting

Requirements:

At least Windows XP Professional or
Windows Server 2003 family
Description:

This policy setting determines
whether Group Policy processing is

synchronous (that is, whether

computers wait for the network to be
£ Always wait for the network at computer startup and logon

E} Always wait for the network at computer startup and logon

€ NotConfigured ~ Comment:
& Enabled
" Disabled
Supported on:
Options:

Previous Setting | Mext Setting |

x|

At least Windows XP Professional or Windows Server 2003 family

Help:

K B

This policy setting determines whether Group Palicy processing is
synchronous (that is, whether computers wait for the network to
be fully initialized during computer startup and user logon). By
default, en client computers, Group Policy precessing is not
synchronous; client computers typically do not wait for the
network to be fully initialized at startup and logon. Existing users
are logged on using cached credentials, which results in shorter
legen times, Group Policy is applied in the background after the
network becomes available.

Mote that because this is a background refresh, extensions such as
Software Installation and Folder Redirection take two logons to
apply changes. To be able to operate safely, these extensions
require that no users be logged on. Therefore, they must be
processed in the foreground before users are actively using the
computer. In addition, changes that are made to the user object,
such as adding a roaming profile path, home directory, or user
object logon script, may take up to two logons to be detected.

If a user with a reaming profile, home directory, or user object

»

0K I Cancel |

Apply

Setting | State Comment |
|i=| Assign a default domain for logon Not configured Mo
Exclude credential providers Not configured MNo
Do not process the legacy run list Not configured MNo
Do not process the run once list Not configured MNo
Turn off Windows Startup Sound Not configured MNo
Hide entry paints for Fast User Switching Not configured Mo
Always use dassic logon Not configured Mo
Don't display the Getting Started welcome screen at logon Mot configured No
Run these programs at user logon Not configured Mo
lways wait for the network at computer startup and logon Not configured Mo
Always use custom logon background Not configured Mo

15. With “Group Policy” selected in the left pane, double-click on “Group Policy slow link detection”
within the right pane, select “Enabled”, and click OK
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Group Policy Management Editor

File Action View Help

&= Hsl=H

|/ HSStartUpInstallsaript [HSQA4ADO 1.QALAN4.COM]
= & Computer Configuration

= [ Polides
| Software Settings
| Windows Settings
| Administrative Templates: Policy definitic
Control Panel
Network
Frinters
| system

| Credentials Delegation
| Device Installation
| Disk NV Cache
| Disk Quotas
| Distributed COM
| Driver Installation
| Enhanced Storage Access
| Filesystem
| Folder Redirection
| Group Policy
| Internet Communication Manage
| iscst

KDC
| Kerberos
Locale Services
Logon
Met Logon
| Performance Control Panel
| Power Management
| Recovery
| Remote Assistance
| Remote Procedure Call
| Removable Storage Access
Scripts
| Server Manager
| Shutdown Options
| System Restore
| Troubleshooting and Diagnostics
| Trusted Platform Module Service
| User Profiles
| Windows File Protection
1 Windows HotStart
| Windows Time Service
| Windows Companents

) iy All Settings

| Preferences
= 4, User Configuration

| Policies

| Preferences

mE®E

‘Group Policy

Group Policy slow link detection _Setting | state | Comment |
" Logging and trading
Edit policy setting i-| Allow Cross-Forest User Policy and Roaming User Profiles Mot configured Mo
Requirements: Software Installation policy processing Mot configured No
At least Windows 2000 Disk Quota policy processing Mot configured Mo
EFS recovery policy processing Mot configured Mo
Description: " 9 "
Defines A siow connection for pUrposes = Folder Redlrs;chon policy processlrlvg Mot congguref :o
c D R S S Mo mn B o
8 Group Policy slow link detection [_ (O] x] Mo
a - 5 Mo
[=] Group Policy slow link detection T | Next Setting | o
Mo
¢ Not Configured ~ Comment: -l :“
o
' Enabled No
Mo
€ Disabled || "
Supported on: - [at leact Windows 2000 =] Mo
LI Mo
Mo
Options: Help: HNo
Mo
Connection speed (Kbps): [500 Defines a ;.Inw connection for purposes of applying and updating | %] :z
Group Policy.
Mo
I the rate at which data is transferred from the demain controller No
Enter 0 to disable slow link detection, providing a policy update to the computers in this group is slower Mo
than the rate specified by this setting, the system considers the Mo
connection to be slow. Mo
Mo
The system's response to a slow policy connection varies among N
policies. The program implementing the policy can specify the ©
response to a slow link. Also, the policy processing settings in this Mo
folder lets you override the programs' specified responses to slow No
links. Mo
B o
To use this setting, in the "Connection speed” box, type a decimal Mo
number between 0 and 4,294,957,200, indicating a transfer rate in Mo
kilobits per second. Any connection slower than this rate is o
considered to be slow. If you type 0, all connections are
considered to be fast. No
Mo
If you disable this setting or do not configure it, the system uses Mo
hd Mo
Mo
oK | Cancel | Apply | No
Mo
Shortcuts preference extension policy processing Not configured No
Start Menu preference extension policy processing Not configured No

Next, we will apply the policy to computer accounts. To simplify this, it is recommended that all computer

accounts be placed in a single group.

16. Right-click the main GPO node and click on properties

- [5]x]

B HsstartUplnstallScript [HSQA4ADOL.Q COM] Policy

Select an item to view its description. Name |
i Computer Configuration
#®, User Configuration

File  Acton View Help

e | EIENE]

B 8 Compul
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17. From the Security tab, add the computer accounts or the group(s) containing the computer accounts
and grant them “Read” and “Apply Group Policy” permissions

HSStartUpInstallScript [HSQA4ADO1.QALANA.COM] Policy Prop... |

General | Links SEﬂJﬁTh'lCnmmerrtI

GI’GIJI] ar User names:

52 SYSTEM -]
q{ Domain Admins (GALANSDomain Admins)

‘-'-;?_, Erterprise Admins (GALANA \Enterprise Admins)

'.-"f{ ENTERFPRISE DOMAIN CONTROLLERS

-ﬂ, Installgroup (QALANS Installgroup) |

Add... | Remove
Pemissions for Installgroup D
Read -
Write

Create all child objects
Delete all child objects

Apply group policy

iooooo|3

|« |

For special permissions or advanced settings, click ey
Advanced.

Leam about access control and pemissions

oK Cancel Apphy

18. Select Authenticated Users group and click Remove
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HSStartUpInstallScript [HSQA4ADO1.QALANA.COM] Policy Prop... [ [E3 |

General | Links SEﬂJl'i'f'.-’lﬂnmmerrtI

(Group or user Nnames:
52 CREATOR OWNER -

Autherticated Users

Q?JSTSTEM

Q?J Domain Admins (GALANSDomain Admins)

Q?J Erterprise Admins (ALANA Enterprise Admins)

52 ENTERPRISE DOMAIN CONTROLLERS ll

Add. . | Remaove

Pemissions for Authenticated Users Allaw Derry

Full control O O =~

Fead O

Wite O O

Create all child objects O O —

Delete all child objects O O -
For special pemissions or advanced settings, click bl
Advanced.
Leam about access control and pemissions

QK Cancel Apphy

19. Click Apply and close the windows including the GPO Editor
20. Now reboot all the client machines to execute the new GPO.
Note: Refer to http://support.microsoft.com/kb/840669 for Windows XP Sp1 and Sp2.
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